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Abstract

This paper examines the associations among COSO components and how they affect the
monitoring function of organisations. Five components of an effective internal control system are
described using the framework designed by COSO (1992) and have been selected because they
have been identified as underpinning quality corporate governance. Structural equation
modelling (SEM) was used first to run confirmatory factor analysis to determine the
measurement models for the five COSO components. The COSO report (1992) described the
internal control framework as a multidirectional iterative and situational (contingent) process.
The primary structural model was designed to reflect the one-way directional associations in the
model described and shown in Exhibit 1 within the COSO report (1992). SEM analyses were
conducted to test the hypotheses. Additional secondary SEM analyses were undertaken to
investigate the reciprocal associations suggested in the COSO report (1992).

Findings from the primary SEM analysis provide partial support for associations among the
COSO components and enhanced monitoring quality that leads to good corporate governance.
The results show that control environment is associated with three dimensions of information
and communication (information accuracy, information openness, communication and learning).
Additionally, two dimensions of information and communication (communication and learning
and information feedback flow) were found to be associated with risk assessment. An indirect
association is supported by the results between control environment and risk assessment through
the associations among three dimensions of information and communication (information
accuracy, information openness and information feedback flow. Risk assessment is associated
with control activities, which is subsequently associated with monitoring.
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The results of the additional secondary SEM analyses supported the reciprocal associations
among risk assessment, control activities, or monitoring and dimensions of information and
communication, as are suggested in the COSO report (1992).

Companies that draw on COSO’s internal control framework should benefit from a better
understanding of the direct, indirect, and reciprocal associations among the components of
internal control systems. The benefits gained from this better understanding may assist
companies to enhance their corporate governance practices that lead to the achievement of
operational, financial reporting and compliance objectives.

JEL Classification: M14, M40, M41, M50, G34

Keywords: control environment, ethical environment, information and communication, risk
assessment, internal control, control activities, monitoring, corporate governance.

1. Introduction

Among the emerging issues in corporate governance, Banerjee and Gupte (2015) identified
“Tone in the middle” culture, and unwise risk-taking are the new warning signs to ensure that the
directors do not remain the last link in the information chain. Further, Mandaci and Kahyaoglu
(2012) recognised that increased business complexity and the corporate scandals consequences
has warranted widening the scope of internal auditing in recent years, and asserted that it is
fundamental for internal auditing to contribute to the Enterprise Risk Management (ERM) and
corporate governance in an organization. An effective internal control system requires
identifyiag and understanding the dimensions of the controls and their importance in achieving
the results of an organization (Imoniana, Costa Luiza, Alberto, and Alves, 2011). In their study,
Imonianna et al (2012) used the Committee of Sponsoring Organizations’ (COSO) five internal
control components. David Landsittel, the COSO Chairman, confirmed in an interview that
while the framework remains relevant “...we need to update the framework to address
significant changes in governance...” (Tidrick, 2012, p. 9).

COSO includes the ‘tone at the top” in its control environment in its 1992 Internal Control —
Integrated Framework, which conceptualises an effective internal control system. This
framework was developed as a foundation to improve mutual understanding among all
stakeholders by offering a common language, facilitating more effective communication, and
helping businesses achieve their established goals (COSO, 1992, p. 9). In the 1992 report, the
relationship among the five COSO components of internal control were discussed extensively
and illustrated comprehensively in Exhibit 1 of that report (COSO, 1992). The COSO report
(1992, p. 18) concluded that “...internal control is not a serial process...It is a multidirectional
iterative process in which almost any component can and will influence another”. Also, there is
an implicit situational or contingency influence based on comments that “...internal control
systems (may) operate at different levels (at one time and)...a particular system may operate
differently at different times” (COSO, 1992, p. 20, parentheses added). One of the stated actions
from the Internal Control — Integrated Framework is to use it as an established basis for
academic research to investigate how to provide guidance for future enhancements (COSO, pp.
8-9).
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In 2006, the COSO task force released a guidance document for internal controls that was
requested by the US Securities and Exchange Commission (SEC). The purpose for this guidance
is to place significant emphasis on the role of strengthening internal control in smaller public
companies. Also, COSO announced in November 2010, that a project will be undertaken to
review and modernise the Internal Control Integrated Framework. These enhancements by
COSO are likely to be designed to strengthen corporate governance to mitigate the likelihood of
corporate failures and to increase capital market transparency. However, in Australia the ‘tone in
the middle’ should be considered because Justice Owen noted, in the HIH Royal Commission
Report, the role middle management have in the governance system of companies and their need
to be considered as ‘“responsible for undesirable corporate governance practices” (duPlessis,
Hargoven, Bagaric, and Harris, 2015, p 136).

Some authors (e.g., Simmons, 1997a; Rittenberg, 2006; Callaghan; 2007) have discussed the
COSO conceptual framework to provide some clarity and guidance. Much past research has
largely examined each COSO component separately (e.g. Aikins, 2011; Arena and Azzone 2009;
Brief, Dukerich, Brown and Brett, 1996; Cohen, Krishnamoorthy and Wright, 2002). Some
studies have examined only two components and found associations between monitoring
(management oversight such as monitoring) and control activities (Agbejule & Jokipii, 2009;
Goodwin-Stewart & Kent, 2006). Another study examined only a few of the components (Rae,
Subramaniam & Sands, 2008). However, a literature search could not identify any study that has
tested the five components of COSOs Internal Control Framework using rigorous statistical
analysis. Imonianna et al (2012) did examine the five component of control but limited their
quantitative analysis to a series of Pearson correlation coefficient analyses that were used to
identify associations among 33 questions about the five components of control. Also, their
discussion based on a qualitative analysis of answers to unstructured questions provides some
possible links between components but these cannot be generalised due to only 5 participants
being interviewed in the study. In conclusion, based on this review, to date no study has been
identified that examined, statistically, the significance of the associations among these five
components as described in the COSO report (1992) have been investigated. From an Australian
perspective, the ‘tone in the middle’ issue has not been examined.

Therefore, a study into the associations among the five COSO interrelated components by
Australian middle management is warranted and timely based on literature reviewed above,
guidance releases, and review announcements. The purpose of this study will be to investigate
the associations among the five COSO interrelated components as discussed and illustrated in
COSO (1992) report. The findings should provide guidance for the design of control activities
within organisations that will underpin the corporate governance quality. As such, this current
study is expected to add to academic as well as practitioner knowledge. That is, this knowledge
of interrelationships among components may enhance the monitoring function, and assist in
enhancing corporate governance quality.

The next section of the paper reviews the description and discussion of the associations among
the five COSO components contained in the COSO (1992) report as well as relevant literature to
develop hypotheses for empirical testing. Subsequent sections discuss the research method,
results and discussion, and conclusion.
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2. Relationships among COSO Components and Hypotheses Development

COSOs described the broad application of internal control within organisations through its
statement that internal control represents “a process, effected by an entity’s board of directors,
management and other personnel, designed to provide reasonable assurance regarding the
achievement of objectives” (COSO, 1992, p. 3)%, Conceptually, COSO’s five components of
internal control represent a set of components that have a foundation based on the control
environment. Figure 1 illustrates the relationships among the five components of COSO (1992)
and the arrows are an interpretation of the discussion in Chapters 1 to 6 of the COSO (1992)
report. The intention of this section is to integrate the discussion in these chapters with any
relevant research literature that considered the associations among these components.

Figure 1 illustrates COSQO’s (1992) suggestion about how the overall internal control system may
be managed. First, an ethical control environment enhances risk assessment, and subsequently,
control activities, which are then monitored. Notably, the quality of information and
communication within the organisation influences the effectiveness of all of these components.
Monitoring (through the internal audit function) operates as a feedback mechanism that may
require enhancements to the quality of control activities. That is, the monitoring (internal audit)
function assesses and reports (communicates) the effectiveness of the control activities, and then
subsequently suggests corrections to the control activities.

Figure 1 The COSO Framework’s Five Internal Control Components

Source: Exhibit 1 Internal Control Components (COSO report, 1992, p. 17)
Directional linkages = One way; = Two way (reciprocal/looped)

Such objectives are categorised into (1) the effectiveness and efficiency of operations, (2) the reliability of
financial reporting, or (3) the compliance of applicable laws and regulations (COSO, 1992, p. 3)
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Associations between Control Environment and other COSO components

The control environment comprises seven factors identified in COSO (1992, which form the
foundation component for the other four components in Figure 1.° Notably, the majority of the
items within each of the seven factors in the COSO Report have some form of either integrity or
ethical value basis that allow for the provision and communication of moral guidance. For
example, human resource policies and practices are developed based on the entity’s code of
conduct or other behavioural guidelines. Hence, Control Environment may also be considered to
be the ethical environment.

Within an ethical control environment, COSO (1992) indicates that information and
communication is the system by which organisational objectives are managed for risk, internal
controls are developed and maintained and monitored for effectiveness through the internal audit
function. COSO (1992, p. 23) states that control environment is “...the foundation for all other
components of internal control” and that effectively controlled organisations strive to have
competent people with integrity and control-consciousness to set the “tone at the top” (p. 23). In
Australia, the ethical control responsibility is not limited to top management through the
recognition of the significant role of middle management as a component of companies’
governance systems (duPlessis et al, 2015). Therefore, this section will discuss research that has
examined the associations between control environment and the other four (COSO) components.

Control Environment and Information and Communication

Moeller (2007) suggests that because the control environment is foundational to the internal
control framework, it may influence the characteristics and processes of information and
communication within an organisation. Companies with sophisticated performance
measurement systems have, within their systems, a function that informs managers of expected
goals, and which communicates certain messages about organisational expectations. For
example, evidence of unethical companies using measurement systems to place a great deal of
pressure on employees to achieve unrealistic goals has been associated with aggressive
accounting techniques, earnings management and fraud (Krishnan, 2003; Healy & Palepu, 2003;
Dechow & Skinner, 2000; Kalbers, 2009). COSO’s (1992) Control Environment factor of
“Integrity and ethical values” warns of the dangers of focusing on short-term profits at any cost
(e.g., “high-pressure sales tactics, ruthlessness in negotiations or implicit offers of kickbacks”, p.
24). Such corporate actions may evoke reactions that have detrimental effects to the organisation.
Similarly, “management’s philosophy and operating style” requires examination of attitudes
toward financial reporting and conservative or aggressive selection of accounting principles.

These seven factors identified in the COSO report (pp. 31-32) are (1) Integrity and ethics values regarding
acceptable business practices, ethical and moral behaviour, (2) Commitment to competence of the employee
appointed to a position (i.e., the employee needs to possess the knowledge and skills to perform the required
functions adequately, (3) Good corporate governance of the board of directors and audit committee, (4)
Management’s philosophy and operating style, which involves accepted level of risk tolerance, frequency of
senior staff interacting with operating management, and an ethical and good moral attitude to financial reporting
accountability and compliance, (6)Assignment of authority and responsibility to an appropriate number of people
with requisite skill level for the situation, and (7) Human resource policies and practices for hiring, training,
promoting, and compensating employees that are related to the entity’s code of conduct and other behavioural
guidelines.
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To build core values and integrity within an organisation requires mutual respect and ethical
behaviour as the basis of the working relationship that is conducted with a collaborated focus and
emphasis on open communication (Young, 2004; Kayes, Stirling, & Nielsen, 2007). According
to Kayes et al. (2007), a culture of integrity as well as new ethical guidelines and procedures
must commence with top management communicating these facts throughout the organisation.
They also argue that employees must be provided with a communication structure and a
feedback mechanism that provide clear channels for employees and management to discuss
problems.

Control Environment and risk assessment

Risk assessment is no longer viewed from the narrow fraud perspective but is now broader to
include business risks, which include environmental and other corporate governance and social
responsibility risks (Stringer & Carey, 2002; Johnstone, Li, & Rupley 2011). Johnstone et al.
(2011, p. 339) notes that the COSO report (1992, p. 26) includes in the Control Environment
factor “Board of Directors or Audit Committee”, which recognises ethical environment ‘“‘is
integral in mitigating risk...”.  Additionally, the COSO report (1992, p. 23) states that control
environment is “..the foundation for all other components of internal control” and that
effectively controlled organisations strive to have competent people with integrity and control-
consciousness to set the “tone at the top” (p. 23).

Again, Moeller (2007) suggests that the control environment may influence the scope and degree
of risk assessment because it is the underpinning of the internal control framework.
Furthermore, Johnstone et al. (2011) found that ethical characteristics of top management act as
the key role for the remediation of internal control weaknesses. Consistent with this suggestion,
Chtioui and Thiéry-Dubuisson (2011) dissect controls into formal controls and informal controls
within an organisation. They include ethical culture in their description of the informal aspects of
control environment, which incorporate characteristics of ethical culture identified by COSO
(1992)6. Therefore, if ethical attitudes and values of senior management act as an informal
control, it could be expected to find a greater adherence to internal control systems if highly
ethical behaviours developed among employees (Weaver, Trevino & Cochran, 1999a; 1999b).

Control Environment and control activities

D’ Aquila and Bean (2003) suggest that the foundation for the reliability of financial reports is
based on the ‘tone at the top” of an organisation. The reliability of financial reports is considered
by regulators and the accounting profession to be affected by the quality of an organisation’s
control activity, which appears to be the impetus for the Sarbanes Oxley legislation requiring
directors to make declarations about their organisation’s control activities.

COSO (1992, p. 17) identified control environment as providing “...an atmosphere in which
people conduct their activities and... responsibilities”. The Control Environment, which forms
part of the organisational culture, or ‘tone at the top’, was found to have a direct impact on the

Commitment to integrity and ethical values, a board of directors that demonstrates true independence of
management and that hold individuals accountable for their internal control responsibilities are the
characteristics of ethical culture identified by COSO (1992) and by Chtioui and Thiéry-Dubuisson (2011).
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control activities (Rae, et al, 2008). Their finding suggests that the quality and effectiveness of
the control activities may be influenced by the ethical nature of the control environment within
an organisation. This result is consistent with the comments in COSO (1992, p. 63) that “all
personnel, particularly those with important operating and financial management responsibility,
need to receive a clear message from top management that internal control responsibilities muse
be taken seriously”. Also, employees’ internalising integrity and ethical values may mitigate the
risk of fraud, and are more likely to adhere to control activities (Michelman & Waldrup, 2008;
Chtioui & Thiéry-Dubuisson, 2011).

Further, the control environment influence on control activities that are implemented has been
suggested by Moeller (2007) because the control environment is fundamental to the internal
control framework. Also, Johnstone et al. (2011) found that ethical characteristics of top
management act as the key role for the remediation of internal control weaknesses. Consistent
with this suggestion, Chtioui and Thiéry-Dubuisson (2011) dissect controls into formal controls
and informal controls within an organisation. They described the informal aspects of control
environment, which include ethical culture such as those identified by COSO (1992) as
commitment to integrity and ethical values, a board of directors that demonstrates true
independence of management and that hold individuals accountable for their internal control
responsibilities. Therefore, if ethical attitudes and values of senior management act as an
informal control, it could be expected to find a greater adherence to control activities if highly
ethical behaviours are developed among employees (Weaver, Trevino & Cochran, 1999a;
1999Db).

Control Environment and monitoring activities

COSOs “Organizational Structure” factor frames the organisational activities that meet the
objectives that have been planned, controlled and monitored. Thus, monitoring is an important
procedure that evaluates how well the organisational activities, and particularly the control
activities, have met the organisation’s objectives.

An awareness of the organisation’s integrity and ethical values reinforces the accountability
culture for employees, which is reflected in the extent of monitoring activities (Stringer & Carey,
2002). Engagement and accountability of employees, within their organisation’s control
environment is expected to result in greater monitoring effectiveness (Michelman & Waldrup,
2008).

Based on the above discussion, the following hypothesis is presented:

H1: There are positive associations between control environment and (a)
information and communication, (b) risk assessment, (¢) monitoring activity,
and (d) internal control activity

Associations between Information and communication and other COSO components
Management’s ability to make appropriate decisions in managing and controlling the entity’s

activities is influenced by the quality of information. The characteristics of information quality
include appropriate information that is timely, current, accurate, and accessible (COSO Report,
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1992, p. 62). Communication of information by personnel needs a means of communicating
significant information and receiving information feedback (COSO Report, 1992, p. 65).
Information and communication of internal and external information is essential to capture
accurately and communicate information in a form and within a timeframe that enables members
to complete the activities for which they are responsible. Effective communication also must
occur in a broader sense, flowing down, across and up the organisation (Simmons, 1997b). The
linkages proposed in COSO’s internal control framework model indicate how an organisation’s
communication would work effectively across departments.

When operational staff and management have a mutual understanding of what is to be
accomplished, and the extent to which that accomplishment is sufficient, it is an indication of
high quality information and communication. Therefore, the quality of the organisation’s
information and communication has an impact on the quality of framing the objectives for risk
assessment, and also provides an indication of how effectively the internal control activities are
monitored. For example, accurate and timely information and communication about the scope
and adequacy of the internal control activities will allow more effective risk assessment, and
evaluation of whether the control activities are deemed sufficient by the internal auditor or the
audit committee through monitoring activities.

Information and communication and risk assessment

The COSO report (1992, p. 69) has stated that the openness and accuracy characteristics of
information, as well as the quality of the communication and feedback processes, determine the
value of the information within the organisation’s internal control system because high quality
information helps staff and management to have a mutual, as well as clear, understanding of
what is to be accomplished. Vilsanoiu and Serban (2010) also state that the timeliness and
accuracy of information is central to effective information and communication.

The quality of information that is communicated is an important determinant of the effectiveness
of the organisation’s risk assessment (Zablow, 2006; Dai, 2011). Thus, the accuracy of in-house
information as well as the effectiveness of the communication process is associated with the
effectiveness of an organisation’s risk assessment. Consequently, it is expected that there is an
association between the quality of the information as well as effective communication (such as
its accuracy, openness, structure and processes) and risk assessment. Also, when there is a need
for a greater degree of management of the identified risks, it is likely to require a greater need for
information to evaluate whether the risks are being managed effectively within the organisation’s
risk appetite. Furthermore, this open and accurate information would need to flow freely through
the information system where it may enhance the communication processes of staff involved in
risk assessment activities (Ford, 2006; Hutt, Stafford, Walker & Reingen, 2000).

Therefore, the effective communication of internal and external relevant information is essential
for organisational members to carry out their responsibilities, such as risk assessment. This
information must be identified, captured accurately and communicated in a form and timeframe
that enables members to complete the activities for which they are responsible.
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Information and communication and control activities

The structure of an organisation’s internal communication is considered critical for the success
of control activities (Kayes et al., 2007; Michelman & Waldrup, 2008). Johnstone et al. (2011)
explained that effective information and communication should increase the quality of control
activities because staff members are made aware of the status of control activities. Similarly,
COSO (1992, p. 18) states that having accurate, timely information available to the right people
is essential to effecting control activities. Also, information should be customised to allow the
control activities to function.

Information and communication and monitoring activities

Simmons (1997a, p. 69) argues that the information and communication component should be
linked to the extent of the monitoring activities component of COSO internal control. He argued
that the information and communication component enables people to carry out their
responsibilities, which include identifying and capturing information that would influence
decisions about the extent of the necessary monitoring activities. Consequently, companies may
find value in developing information and communication processes whereby employees will not
hesitate to report any observed deficiencies in the control system to the monitoring function for
evaluation. Such information and communication processes that enable access to the monitoring
function is expected to enhance the quality of an organisation’s internal control system
(Ratnatunga & Alam, 2011). Also, sufficient and timely information allows monitoring of
management’s objectives and strategies (COSO, p. 31).

Information and communication is considered a characteristic that is pervasive throughout
companies (Moeller, 2007). Consequently, the following hypothesis is proposed related to the
association between information and communication, risk assessment, control activities, and
monitoring activities based on the discussion under the three preceding sub-sections for the
information and communication component.

H2: There are positive associations between information and communication and (a)
risk assessment, (b) internal control activity, and (c) monitoring activity.

Associations between risk assessment and other COSO components

First, the discussion will focus on the association between the risk assessment and control
activities. Second, the analysis will address literature related to the association between risk
assessment and monitoring activities. Risk assessment activities involve identifying and
analysing relevant risks, both internal and external to the organisation.

Risk assessment and control activities
COSO describes categories of objectives for which internal controls may be developed in its
Chapter 3 on Risk Assessment. For example, an operational objective may be to have controls

over physical assets to prevent theft or loss. Financial Reporting objectives may require controls
to prevent fraudulent reporting of financial reports. Internal control focuses on developing
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consistent objectives and reporting on key success factors. It is recognised in the COSO Report
(1992, p. 33) that although risk assessment is not an internal control component, it is a
prerequisite to and enabler of internal control activities. That is, the association between risk
assessment and control activities are considered together because “...management establishes
activity-level objectives and mechanisms for identifying and analyzing risks related to their
achievement, and develops the necessary actions and control activities to address those risks.”
(COSO report 1992, p. 130)

Research has identified evidence that risk assessment approaches adopted by companies are
associated with their control activities (Stringer & Carey, 2002; Goodwin-Stewart & Kent, 2006;
Michelman & Waldrup, 2008). For example, many risk management policies and standards may
subsequently form part of the control activities. Jokipii (2010) found relationships between risk
assessment and control activities. Therefore, identifying these critical areas where internal
controls are needed is expected to lead to remedies that enhance internal control quality.

Risk assessment and monitoring activities

COSO (1992) notes under Risk Assessment Chapter 3 that an entity should have reasonable
assurance that the organisation is achieving certain objectives. Many techniques used to identify
risks were developed by internal and external auditors (COSO, 1992). Although monitors (such
as internal auditors) are familiar with evaluating financial reporting transactions, there is an
increasing need for monitors to develop strengths in evaluating and “responding to all risks”
(Kinney, 2003, p. 144). As an organisation expands the scope of its risk assessment and
management, there will be an increased need to expand the role of the monitoring function so
that it can effectively monitor, evaluate and refine the way in which risks are managed
(Michelman and Waldrup, 2008). Such monitors play a key role in auditing control activities
because many control activities may have arisen as a result of an expanded risk assessment and
management process. Consequently, the internal audit function is well placed to refine control
activities that reflect the degree of risk assessment required by senior management for quality
governance within the organisation’s risk appetite.

The awareness among employees about the various types of risks faced by their organisation,

(and how such risks may be interconnected) as well as the risk mitigation strategies put in place

by management is expected to be greater in companies with a wide risk assessment agenda than

those with a narrow risk assessment agenda. Lindow and Race (2002) argue that, as a firm

widens its array of risk assessment activities, there will be greater demand for the monitoring

function to assist in administering and monitoring many of these risk assessment activities.
Based on the above discussion, the following hypothesis is presented:

H3: There are positive associations between the risk assessment and (a) control activities
and (b) monitoring activities.
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The Association between Control Activities and Monitoring

Control activities are the policies and procedures that occur throughout the organisation, at all
levels and in all functions, and help ensure that necessary actions are taken to address risks to
achievement of the entity’s objectives (COSO, 1992, p. 3). Therefore, the implementation of
these control activities is critical and needs to be monitored over time to ensure the control
activities are operating effectively. For example, circumstances present when the control
activities were designed originally may change and management needs to determine whether the
control activities are still relevant. Monitoring ensures that control activities are operating
effectively.(COSO, P. 69).

In summary, COSO asserts that monitoring ensures that control activities operate effectively, and
thus, the fourth hypothesis for the study is as follows:

H4: There is a direct and positive association between control activity and
monitoring.

3 Research Method

A questionnaire survey, a letter of invitation, and two reply paid envelopes’ were mailed to
financial controllers or chief accountants of a randomly selected sample of 450 medium to large
publicly listed or private companies across Australia.® There are three reasons for targeting
financial controllers as the participants for this study to gather information to examine the
proposed associations among the five COSO components. First, they should have a good
understanding of the quality of control activities because of their senior position. Second, they
should be aware of any control weaknesses or malfunctions of control activities because they are
often actively involved in the oversight of any system reviews and changes. Third, they represent
the ‘tone in the middle’ identified as an emerging issue in corporate governance, (Banerjee and
Gupte, 2015).

Literature discussed in the hypothesis section was used to identify statement items and these
items were adapted to design a questionnaire. It is assumed the invitation was received by 306
companies, which represents the final sample frame, because 144 letters were returned
unclaimed. A total of 69 (53 males and 8 females) usable responses were received (20% usable

These two envelopes were provided for the respondents to return their completed questionnaire separately from
their request to receive a copy of the results, which would be activated by the post card sent in the other
envelope. The post card also enabled a follow up procedure to be completed while reinforcing the anonymity of
the respondents. Ethical clearance for this research was obtained from the University’s Social Sciences,
Business, and Arts Ethics Sub Committee. A letter was forwarded to each firm, with a declaration that the
questionnaire was given ethical clearance by the University’s sub-committee, along with the researcher and
supervisor’s contact details. Each letter invited respondent’s participation to complete the questionnaire while
allowing each participant to remain anonymous.

Kompass Australia and Who’s Who of Business databases provided details of medium to large-sized companies
with revenues greater than $20 million per annum and which employ more than 100 employees. Company size
or type is not considered an issue for this study because COSO (1992, 2011) state that the framework was
intended to apply to all companies because the seventeen principles underlying the five components that were
included in COSO (2011, p. 20) “are just as applicable for smaller entities as for larger ones” and regardless of
whether the entity is publicly listed or a private company.
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responses).9 Thirty-six (36) respondents (57.4%) were from large-sized companies (i.e. 250
employees and above) and 25 respondents (42.6%) from medium-sized companies with 100 to
250 employees. A t-test produced a non-significant result between these two company size
groups for all the items that loaded onto the five COSO component factors for this study.
4 Variable Measurement Model

The COSO five-component latent variables have been operationalised using existing
measurement instruments. Schumaker and Lomax (1996) recommended the two-stage process,
which has been adopted by this study. Stage one of the process requires separate measurement
models to be conducted for each latent variable. The goodness of fit for each confirmatory factor
analysis used for this stage appropriate measurement models (and subsequent Stage Two
structural equation model) will use benchmarks established by identified prior studies.'”
Control Environment

The control environment comprises seven factors identified in COSO (1992) and these
factors form the foundation component for the other four components in Figure 1."" The
majority of the items within each of the seven factors identified in COSO report (1992) have
some form of either integrity or ethical value basis. Therefore, control environment may be
considered to be the ethical environment. Control environment was measured using a five-item,
five-point Likert-type scale as developed by Hunt, Wood and Chonko (1989) and used
previously (e.g., Rae et al. 2008).

The results for the Cronbach Alpha evaluating the internal reliability of the ethical scale
show a relatively strong result at 0.696."> Further, a factor analysis revealed a one dimensional
scale for the five-item control environment scale (KMO = .704; Sig = 0.000) and provided a Z-

° Three of the returned questionnaires were discarded due to incomplete responses, while five of the

questionnaires were discarded because the company had less than 100 employees.

The confirmatory factor analysis was conducted using structural equation modelling within the AMOS statistical
software programme. The following statistics and referenced literature are the basis for evaluating the goodness-
of-fit measurement and SEM models {P (Probability) is the desired result because a Non-significant probability
cannot reject the goodness-of-fit of the hypothesised model [Byrne, 2001], CMIN/DF Ratio of < 2 indicates a
good-fitting model [Tabachnick & Fidell, 2001] , SRMR (Standardised Root Mean Squared Residual) that is <
.05 represents a well-fitting model [Byrne, 2001], GFI (Goodness-of-Fit Index) required value of > .9 for each of
these indices [Page & Meyer, 2000] ;Tabachnick & Fidell, 2001], AGFI (Adjusted Goodness-of-Fit Index), NFI
(Normal Fit Index), CFI (Comparative Fit Index) Required value of between > .9 [Tabachnick & Fidell, 2001]
and 295 [Hu & Bentler, 1999] for each of these indices, and RMSEA (Root Mean Square Error of
Approximation) is one of the most informative criteria with < .08 as the desired value of RMSEA [Hu &
Bentler, 1999; Tabachnick & Fidell, 2001]}.

These seven factors identified in the COSO report (pp. 31-32) are (1) Integrity and ethics values regarding
acceptable business practices, ethical and moral behaviour, (2) Commitment to competence of the employee
appointed to a position (i.e., the employee needs to possess the knowledge and skills to perform the required
functions adequately) , (3) Good corporate governance of the board of directors and audit committee, (4)
Management’s philosophy and operating style, which involves accepted level of risk tolerance, frequency of
senior staff interacting with operating management, and an ethical and good moral attitude to financial reporting
accountability and compliance, (6)Assignment of authority and responsibility to an appropriate number of people
with requisite skill level for the situation, and (7) Human resource policies and practices for hiring, training,
promoting, and compensating employees that are related to the entity’s code of conduct and other behavioural
guidelines.

Varying levels of this alpha coefficient have been used in literature but Nunnally and Berstein (1994) suggest
0.70 to be an acceptable reliability coefficient level. However, Cronbach Alphas of between 0.60 and 0.70 have
been considered acceptable because “These reliability values were comfortably above the lower limits of
acceptability, generally considered to be around .50 to .60 (Nunnally, 1978)” [Govindarajan, 1988, p. 839].
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score, which was supported by the confirmatory factor analysis statistics (CMIN/DF = 1.133,
SRMR = 0.0374, GFI = 0.983, AGFI = 0.914, NFI = 0.957, CFI = 0.994, RMSEA = 0.047).

Information and Communication

The discussion under the section Information and Communication and other COSO components
provides evidence to illustrate the complexity of the communication process. The evidence
provided under that section supports the suggestion that COSO’s information and
communication component should be investigated as a multidimensional component. COSO
describes salient information characteristics as timely, current, accurate and accessible (p. 62).
These characteristics are considered most important for information and communication
processes because they enable the circulation of significant information and facilitate
information feedback (COSO Report, 1992, pp. 62, 65). Four dimensions are used to
operationalise COSQO’s information and communication component for this study using existing
measurement instruments; (1) information openness, (2) information accuracy, (3)
communication processes, and (4) information feedback flow.

Information openness and information accuracy

To measure the openness of the exchange of information and the accuracy of information
exchange, the current study has chosen to adopt a survey instrument that captures data about the
dimensions related to openness and accuracy as identified by Downs (1988). O’Reilly and
Roberts (1976) have developed a survey instrument to capture data about the extent to which
information is openly shared throughout the organisation.

The ‘information openness’ construct was factor analysed. The results revealed a significant
result (KMO = .718; Sig = 0.000) while a high Cronbach Alpha (a = 0.791) supported a
relatively strong internal reliability for the ‘information openness’ scale. The confirmatory
factor analysis supports the existence of the ‘information openness’ construct (CMIN/DF =
0.098, SRMR = 0.0108, GFI = 0.999, AGFI = 0.990, NFI = 0.998, CFI = 1.000, RMSEA =
0.000). Therefore the Z-score for the nine-item survey instrument has been used in the analysis.

Similarly, the other dimension related to information sharing was included in the factor analysis,
which was ‘information accuracy’. The results for ‘information accuracy’ showed a significant
result (KMO = .835; Sig = 0.000), with a high Cronbach Alpha (o = 0.882). The results for the
Cronbach Alpha support a strong degree of internal reliability for ‘information accuracy’. The
confirmatory factor analysis results (CMIN/DF = 0.242, SRMR = 0.0111, GFI = 0.994, AGFI =
0.976, NFI = 0.994, CFI = 1.000, RMSEA = 0.000) support the existence of ‘information
accuracy’ as a factor to be used in the analysis.

Communication processes
To measure the communication processes, a survey instrument was adopted that captures data

about the dimensions related to how well the organisation’s communication process may
facilitate organisational learning, as identified by Downs (1988). A survey instrument was
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developed by Morrison and Terziovski, (2001) to examine how the information systems support
the association between management practices and learning outcomes.

The factor analysis of the ‘Communication processes’ construct revealed a significant result
(KMO = .846; Sig = 0.000). The test for internal reliability results show a high Cronbach Alpha
(o = 0.895) supports a strong level of internal reliability for the communication processes
construct. The results of the confirmatory factor analysis (CMIN/DF = 0.582, SRMR = 0.0200,
GFI = 0.986, AGFI = 0.947, NFI = 0.987, CFI = 1.000, RMSEA = 0.000) support the inclusion
of ‘communication processes’ as a dimension of the information and communication component.

Information feedback flow

A survey instrument, developed by Morrison and Terziovski (2001), examined how the
information systems support organisational outcomes by evaluating the quality of the
organisation’s information flow. Using Morrison and Terziovski’s (2001) survey instrument, the
feedback flow will be measured to determine whether it flows upwards, downwards, as well as
across the various departments throughout the organisation.

The results for the factor analysis on information feedback flow provided significant results
(KMO = .720; Sig = 0.000). Also, the results of the test for internal reliability reveal a quite high
Cronbach Alpha (o = 0.808), which supports a strong internal reliability for the ‘information
feedback flow’ construct. As with the other constructs, the results for the confirmatory factor
analysis (CMIN/DF = 0.168, SRMR = 0.0101, GFI = 0.999, AGFI = 0.986, NFI = 0.998, CFI =
1.000, RMSEA = 0.000) provide support for the information feedback flow dimension.
Therefore the Z-score for information feedback flow construct has been used in the analysis.

Risk Assessment

Risk assessment was measured by asking each respondent to rate the extent to which four items
of risk assessment have been adopted by a firm. These four items were adapted from Fatemi and
Glaum (2000) and have been used in prior studies (e.g., Rae et al. 2008). Each item relates to a
specific area that is likely to be included within a firm’s risk profile, and managed to varying
degrees. The scope, as well as the degree (or systematic nature) of management of these risks,
then forms the basis for the risk assessment activities undertaken by the organisation. The
measures for the current study include the management of financial, environmental,
technological, and operational risks, which are measured on a five-point Likert-type scale.

A factor analysis of the risk assessment construct produced a significant result for the single
dimensional construct (KMO = 0.979; Sig = 0.000). In addition, a high Cronbach Alpha (a =
0.858) supported a strong internal reliability for the risk assessment scale. The results for the
confirmatory factor analysis of the risk assessment construct (CMIN/DF = 1.465, SRMR =
0.0271, GFI = 0.977, AGFI = 0.883, NFI = 0.974, CFI = 0.991, RMSEA = 0.088) support this
construct as a factor. Therefore the Z-score for the risk assessment construct has been used in the
analysis.
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Control Activities

The ‘Control activities’ construct was assessed based on a seven-item scale, whereby the items
were adapted from the ‘Small Business Sample’ Section of CPA Australia’s Small Business
survey (CPA Australia, 2003). Each participant was required to rate the firm’s internal control
strength, using a seven-point Likert-type scale anchored at both ends with 1 = very poor to 7 =
very good, in seven key areas. These include ‘cash management’, ‘bank accounts’, ‘physical
assets’, ‘purchasing and accounts payable’, ‘sales’, ‘employee recruitment’ and ‘payroll’. These
items have been used previously by Rae ef al. (2008). Data analyses were based on the Z-score
of a factor analysis for the seven-item (KMO = .869; Sig = 0.000). A confirmatory factor
analysis produced goodness of fit indices (CMIN/DF = 0.814, SRMR = 0.0376, GFI = 0.949,
AGFI = 0.884, NFI = 0.962, CFI = 1.0000, RMSEA = 0.0000) that support this measurement
model. The internal reliability for these seven-items was also strong with the Cronbach Alpha
being 0.912.

The questionnaire also asked an additional question on the perceived quality of the internal
controls overall so as to gain an assessment of the respondent’s overall judgement of the strength
of the internal controls. A bivariate correlation analysis between the average score of the seven-
item measure and the overall rating indicates a significant and strong correlation exists.

Monitoring Activities

The extent of monitoring activities was measured by asking each respondent about the extent to
which their organisation, in the last financial year, undertook certain internal audit activities.
Four questions relating to the main areas of internal audit were provided for the respondent to
rate. These four questions were adapted from Simmons (2008) regarding the scope of a firm’s
internal auditing. Three of the questions relate directly to three basic audit objectives originating
from Guideline 300.06 of the Standards for the Professional Practice of Internal Auditing (the
SPPIA). These audit objectives are: (1) to determine whether controls provide reasonable
assurance of effective and efficient operations, (2) to determine whether controls provide
reasonable assurance as to the reliability of financial data and reports; and (3) to determine
whether controls provide reasonable assurance of compliance with laws and regulations. The
fourth question, adapted from Simmons (2008), relates to whether the internal audit function
undertakes investigation related to strategic issues. An eight-point scale was provided with 0
being ‘none’, 1 representing to ‘a very small extent’” and 7 signifying ‘a very large extent’.

Data analyses were based on the factor analysis Z-score for the Monitoring four-item instrument
(KMO = .760; Sig = 0.000). The confirmatory factor analysis produced goodness of fit indices
(CMIN/DF = 0.834, SRMR = 0.0082, GFI = 0.993, AGFI = 0.931, NFI = 0.995, CFI = 1.000,
RMSEA = 0.000) which provide support for this measurement model. The internal reliability
measured for these four items was strong with the Cronbach Alpha being 0.896.
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5 Results
Statistical Analyses

Structural equation modelling (SEM) was used to test the developed hypotheses. SEM was
considered to be the preferred method of analysis because it allows multiple associations to be
the analysed simultaneously, provides measures of overall model fit, and explains the
significance of associations between variables (Kline, 1998; Baines & Langfield-Smith, 2003).
The advantages of SEM over path analysis (Viator, 2001) include the three functions mentioned
above, and account for the effects of measurement error in multi-item variables.

The results for each confirmatory factor analysis are reported under the discussion for each
variable earlier in this paper under section 4.0 (Variable Measurement). Stage two of the process,
recommended by Schumaker and Lomax (1996) involves constructing the structural model and
the results, which are reported in Table 1, and the significant SEM structural paths discussed for
their respective hypothesis.

Results of Hypotheses

The goodness of fit statistics (P = 0.586, CMIN/DF = 0.535, SRMR = 0.0218, GFI = 0.996,
AGFI = 0.921, NFI = 0.994, CFI = 1.000, RMSEA = 0.000) support a robust initial SEM for all
the associations proposed in H;, H,, Hs and Hs. The maximum likelihood estimates and indices
for the SEM Model structural path are summarised following the discussion for the specific
association and in Table 1.

There are ten significant SEM model structural paths, which are identified in Figure 1. These
significant paths represent direct associations between the COSO component variables for this
study, and are included in the four hypotheses. Hypothesis One relates to four separate
associations between control environment and the other four components of COSO. The results
do not support any significant direct association between control environment and risk
assessment in Hypothesis One (b), control environment and control activities in Hypothesis One
(c), or control environment and monitoring Hypothesis One (d). However, Table 1 does show a
significant direct association between control environment and three of the four dimensions of
the information and communication variable [Hypothesis One (a)]. Three significant paths are
the association between control environment and information openness (CR = 3.465; P < 0.001),
the association between control environment and information accuracy (CR = 3.928; P < 0.001),
and the association between control environment and communication processes (CR = 52.029; P
< 0.001). There was no significant association between control environment and information
feedback flow. Therefore, the SEM results provide partial support for Hypothesis One (a) but do
not support Hypothesis One (b), Hypothesis One (c), or Hypothesis One (d).
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Table 1: Maximum Likelihood Estimates: SEM Model Structural Paths
Regression Weights Estimate S.E. C.R P

Information Openness <---  Control Environment 408 118 3.465 HkE
Information Accuracy <---  Control Environment 452 115 3.928 Ak
Communication Processes <---  Control Environment 239 109 2.190 .03
Info Feedback Flow <---  Control Environment 151 112 1.348 .18
Scope Risk assessment <---  Control Environment .094 131 718 47
Control Activities <---  Control Environment .029 147 195 .85
Monitoring <---  Control Environment .098 119 .828 41
Scope Risk assessment <---  Information Accuracy -.194 129 | -1.498 13
Scope Risk assessment <---  Information Openness -.236 144 | -1.645 .10
Scope Risk assessment <---  Communication Processes 319 .168 1.900 .05
Scope Risk assessment <---  Information Feedback Flow 457 .163 2.803 o
Control Activities <---  Information Accuracy 171 135 1.264 21
Control Activities <---  Information Openness 182 .160 1.138 .26
Control Activities <---  Communication Processes -.150 182 -.822 41
Control Activities <---  Information Feedback Flow .072 .165 434 .66
Monitoring <---  Information Accuracy -.067 120 -.560 .58
Monitoring <---  Information Openness .027 134 -.204 .84
Monitoring <---  Communication Processes 220 157 1.400 .16
Monitoring <---  Information Feedback Flow -.033 156 209 .83
Control Activities <--- Scope Risk assessment 317 136 2.333 .02
Monitoring <--- Scope Risk assessment ..186 121 1.542 123
Monitoring <---  Control Activities 490 .104 4.693 Ak

Analysis of Information and Communication’s dimensions Estimate S.E. C.R. P
Information Feedback Flow  <---  Information Accuracy 325 107 3.042 *k
Communication Processes <---  Information Accuracy .090 104 .867 .38
Communication Processes <---  Information Openness 528 101 5.212 Ak
Information Feedback Flow  <---  Information Openness 405 .105 3.871 ok
kP <.001, ** P < .01,

The SEM paths to test the associations of Hypotheses Two for the information and
communication variable have been dissected into the four dimensions of information and
communication as described in Section 4. The SEM results provide partial support for the
association between information and communication and risk assessment, Hypothesis Two (a),
but do not support the association between information and communication and control activity,
Hypothesis Two (b), or the association between information and communication and monitoring,
Hypothesis Two (c). Hypothesis Two (a) is partially supported by two statistically significant
direct associations: first, between the path that represents the association of communication and
learning processes (a dimension of communication) and risk assessment (CR = 1.900; P = 0.05);
as well as second, between information feedback flow (another dimension of communication)
and risk assessment (CR = 2.803; P < 0.005).13 There were two associations hypothesised in
Hypothesis 3 and the results for this hypothesis support only Hypotheses Three (a) for the

B Hypotheses Two (a) was not fully supported because there were no statistically significant associations found

for the two dimensions for Information (information openness and information feedback information
accuracy) and and scope of risk assessment.
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association between risk assessment and internal control activities (CR = 2.333; P = 0.02). The
results do not support Hypotheses Three (b) between risk assessment and monitoring. The
statistics support a significant direct association between control activities and monitoring
(Critical Ratio (CR) = 4.693; P < 0.001). Therefore the results provide support for Hypothesis
Four.

The results for Hypothesis One (b) do not support any direct relationship between ethical
environment and scope of risk assessment as described in COSO Report (1992). However,
indirect associations that are identified from the SEM model are between ethical environment
and scope of risk assessment mediated by the information and communication in four different
series of mediating paths (a) communication processes, (b) information openness together with
communication processes, (c) information openness together with information feedback flow,
and (d) between information accuracy together with information feedback flow.'*

One reason for this result is due to the primary SEM only representing a one-way effect whereas
some two-way effects, illustrated in Figure 1 for this study, were mentioned in the COSO Report
(1992). Therefore, two additional (secondary) SEM analyses were considered necessary to
examine the reciprocal associations among the five COSO components. The goodness-of-fit
statistics for the first alternative SEM model (P = 0.333, CMIN/DF = 0.938, SRMR = 0.0204,
GFI = 0.996, AGFI = 0.861, NFI = 0.995, CFI = 1.000, RMSEA = 0.000) show control
environment is directly associated with risk assessment (CR CR 2.258, P < .05) as well as with
both dimensions of information (CR 3.216, P < .01). Also, risk assessment is associated with
both dimensions of communication (Information feedback flow = CR 4.011, P < .001;
Communications processes = CR 3.365, P < .001). However, information and communication is
not directly associated with internal control activities and monitoring.

Goodness-of-fit statistics for the second alternative SEM model (P = 0.605, CMIN/DF = 0.724,
SRMR = 0.0332, GFI = 0.981, AGFI = 0.920, NFI = 0.972, CFI = 1.000, RMSEA = 0.000)
support a direct association between control activities and monitoring (CR 5.497, P <.001), direct
reciprocal associations between monitoring and the communication processes dimension of
communication (CR 2.298, P = .02) as well as between the communication processes dimension
of communication and the information openness dimensions of information (CR 3.822, P <
.001). Also, there is an indirect reciprocal association between the communication processes
dimension of communication and the information accuracy dimensions of information that is
mediated by the information feedback flow dimension of communication (CR 3.216, P < .01; CR
3.270, P < .01).

" The results from in the SEM model analysis produced three significant paths among the four dimensions of

the information and communication variable. Three significant results are the association between
information openness and communication processes (CR = 5.212; P < 0.001), the association between
information openness and information feedback flow (CR = 3.871; P < 0.001), the association between
information accuracy and information feedback flow (3.042; P <0.01).
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Figure 2 Direct, Indirect and Reciprocal Associations among COSO components
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Source: Exhibit 1 Internal Control Components (COSO report, 1992, p. 17)

Directional linkages = One way; = Two way (reciprocal/looped)

The primary and two alternate SEM significant paths are illustrated in Figure 2. This
illustration of the various associations support by SEM results will be the basis for the
conclusions, discussion, and limitations in the next section.

6 Conclusion, discussion, and limitations

First, there is a direct association between control environment and information and
communication. Second, information and communication has an association with risk
assessment while risk assessment is associated with formulation of control activity policy and
procedures. Therefore, control activity policy and procedures need to be monitored to ensure
implementation, compliance, and relevance of control activity policy and procedures.
Additionally, the first alternative SEM supports an association between control environment and
risk assessment as well as between risk assessment and the information and communication
component; the latter association being a reciprocal association. Further, the second alternative
SEM supports a reciprocal association between monitoring and the information and
communication component.

These findings support the importance of not only the control environment component but also
information and communication component for risk assessment as well as risk assessment’s
impact on control activity’s policy and procedures. The consequence of these findings highlights
the necessity for monitoring these policy and procedures for their implementation, compliance,
and relevance. The iterative process seems to occur with the two-way associations between risk
assessment and information and communication components as well as between monitoring and
information and communication components. These feedback loops would update the currency,
accuracy and relevance of information in a timely manner for risk reassessment. The
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reassessment of risk using this information leads to a revision of control activity policy and
procedures, which will need continuous monitoring and the iterative process continues. For
example, risk assessment may identify new risks, which are reported to internal auditors who
develop control activities. These control activities are monitored and the risk officer checks if
the controls are effectively mitigating this new risk.

Although the control environment is called the foundational component, there are both direct and
indirect (sequential) links with other components. First, there are two separate direct links
between control environment and (1) information and communication as well as (2) risk
assessment. Second, a link exists between control environment and control activities, which is
linked sequentially with monitoring activities. The SEM path can be described as control
environment having a link to the information and communication component. The transmission
of timely and accurate information to the risk assessment department enables the information to
be processed. The results support the conclusion that where middle management perceives the
existence of more ethical control environments, organisations also possess information
characteristics of greater openness and accuracy, and better communication processes. This is
consistent with the findings of Johnstone et al. (2011) that improvements in the control
environment are associated with remediation of material weaknesses in the information and
communication component.

Information feedback flow and communication processes are associated with a reciprocal flow of
accuracy and relevant information for better risk assessment. The dimensions of information and
communication follow COSO’s (1992) Internal Control — Integrated Framework (ICIF) that a
key feature of effective information is its quality, or usefulness to “make appropriate decision in
managing and controlling the entity’s activities”, such as information timeliness, accuracy and
accessibility (1992, p. 62). Therefore, communication is essential so that management may keep
up to date on risks and major initiatives, because information and communication is essential to
assess risks effectively. Risk assessment is associated with control activities, which is
subsequently associated with monitoring. Therefore, while the results indicate that there is no
direct association between control environment and internal control activities or the monitoring
function, they do support that control environment indirectly influences internal control activities
and monitoring through greater integrity and respect for the information and communication
system by developing an ethical culture.

The first additional SEM shows, specifically, that there are significant direct associations
between control environment and two dimensions of information and communication
(information accuracy and openness). Its results also support that the association between risk
assessment and information and communication has two significant dimensions (communication
processes and information feedback flow). It is logical to assume that the risk assessment
department will then create new information and update existing information within the
information and communication system once they have analysed the assessed risks. Accordingly,
risks will be better managed when relevant information is communicated to various members
within the organisation. These additional SEM results therefore support a logical association
between risk assessment and information and communication that appears to be a cyclical
process of continual inputs and outputs.
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These findings are consistent with Simmons (1997b) who argued that effective communication
also must occur in a broader sense, flowing down, across and up the organisation Therefore, if an
organisation’s communication works effectively across departments, then the linkages proposed
in COSOs internal control framework model would be plausible. That is, information, because
of the ethical nature of the control environment, could be communicated to the risk assessors,
who could convert their assessment of the risks involved within the control activities so they can
be subject to enhanced monitoring and remedial action, if required (Simmons, 1997b). This
result is consistent not only with Vilsanoiu and Serban (2010) who concluded that risk managers
may use control activities to help identify problem areas and monitor progress toward solving
any risk related problem, but also Jokipii’s (2010) findings that show a significant covariant
relationship between control activities and monitoring activities. The links in the first additional
SEM model hinge on transparent information and communication, which is the cornerstone of
quality corporate governance.

The result of the second additional SEM analysis shows an association between monitoring and
information and communication that leads to information openness and accuracy through the
communication processes and information feedback flow. Such findings are consistent with
prior studies where it is interpreted that monitoring is designed to improve not only the quality of
public corporate financial information (Verschoor and Farrell, 1996) but also to assess the
effectiveness of control activities and to report to management where and how control activities
could be strengthened (Van Peursem, 2004).

The COSO model (replicated in Figure 1) “depicts the dynamism of internal control systems.
For example, the assessment of risks not only influences the control activities, but also may
highlight a need to reconsider information and communication needs, or the entity’s monitoring
activities. Thus, internal control is not a serial process, where one component affects only the
next. It is a multidirectional iterative process in which almost any component can and will
influence another” (COSO, 1990, p. 18). This study’s first contribution to the body of
knowledge is the findings across the five COSO components that support this description of the
dynamic nature of internal control systems. The second contribution of this study is that it
produces evidence for the existence of some direct and indirect associations among the COSO
components that support the statement in COSO Report (1992) that internal control is not a serial
process; that is, one component does not only affect the next component (direct association).
The third contribution is where the study’s results identify which specific components
(information and communication and monitoring activities) support the multidirectional iterative
process assertion. The fourth contribution is the identification of only two components with a
reciprocal association. This evidence improves the specificity to the statement that “almost any
component can and will influence another” (COSO, 1990, p. 18).

This examination of the direct, indirect, and reciprocal associations among the components of
internal control systems may assist companies to develop more effective processes within the
components of COSO’s internal control framework, which may enhance the quality of corporate
governance systems. Therefore, both top management and middle management should consider
the three (direct, indirect and reciprocal) associations of the COSO components of internal
control systems when developing their plan for their audit and conducting their field work. That
is, management and the internal audit department should consider identifying the nature of their
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organisation’s ethical environment, information and communication, the risk assessment and
control activities within their organisation when planning their monitoring activities, which
should take into consideration the impact of reciprocal associations between information and
communication and risk assessment as well as between monitoring and information and
communication and should indicate the nature of the control activities to be undertaken. The
evidence from this study that supports the existence of reciprocal associations among the COSO
components is consistent with the findings of Imonianna et al (2012) that connections of all
activities by an integrated system were essential to ensure information reliability. They
concluded that this continuous updating of information will assist in ensuring that the internal
control structure provides a foundation to enhance and strengthen the quality of an organisation’s
corporate governance.

In particular, middle management is a key position to help in the creation of an ethical culture.
This may be developed through activities including talking frequently about the ethical values
and ethical commitment of the organisation, and how the ethical values and commitments
apply to the work of the specific group (Hanson, 2008). These ethical values are very
important because they are instrumental factors in achieving high quality corporate governance.
In fact, if middle and senior management have a primarily unethical culture, it is impossible for
organisation to have the appropriate control environment or to practice high quality corporate
governance.

When interpreting the results of this study, several limitations need to be considered. First, a
limitation of this study relates to the small sample size. Since there were only 61 usable
responses for this study, this may pose some constraints on the use of a structural equation model
for this data analysis. However, the key indices for primary structural equation models, provided
in the first paragraph of the Results of Hypotheses section, suggest the SEM for this study is a
robust model. Also, the reported Hoelter critical N for the study’s SEMs (i.e., primary SEM
between 337 for .05 and 517 for .01; first alternative SEM between 246 for .05 and 425 for .01;
second alternative SEM between 184 for .05 and 251 for .01 ) indicate that the posited models
are correct and should be accepted for this sample size."® Finally, the usual qualifications that are
acknowledged for survey research are applicable to this study.

Future research may use the model developed in this study in a longitudinal study to investigate
further the impact of the multidirectional iterative process assertions about the components of
COSO’s internal control framework and our findings of reciprocal associations (the cyclical
nature of information communication with risk assessment and monitoring). For the control
environment component, studies may undertake in-depth interviews of employees, which may
provide a better understanding about how an ethical environment may help employees to share
information and adhere more willingly to control policies. While the current findings relate to
the Australian environment, future studies should be conducted in other countries. The need for
such future studies is about the strengthening of the COSO framework because, according to
Landsittel the COSO Chairman, the concept of effective controls and governance are relevant
around the world (Tidrick, 2012). An extended scope of COSO’s five components may be
examined within the context of its application to small public corporations, or to small private

> The N values are larger than the accepted critical N value of 200 argued by Hoelter (1983) and are considered

adequate by Byrne (2001) and Arbuckle (2005).
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companies as suggested by Rittenberg (2006). The model developed in this study could be
applied in such future research.
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