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Abstract. The study aims to systematise and analyse the best international practices of conducting IT 
audits in public institutions to identify effective approaches to its implementation in the context of 
modern digitalisation and cybersecurity challenges. The methodological basis of the study was a 
systematic analysis of scientific publications of leading international publications, and regulatory 
documents of the supreme audit institutions of such countries as the USA, the UK, Germany, 
Australia, Canada and Singapore. The main trends in the development of IT audit in the public sector 
were identified: the introduction of a risk-based approach with a focus on the assessment of critical 
IT systems, active use of big data analytics and artificial intelligence technologies to automate audit 
procedures, and expansion of the audit scope to include a comprehensive assessment of the 
cybersecurity of information systems and the effectiveness of digital transformation of public 
institutions. Based on the analysis of international experience, the key factors of successful IT audit 
were identified: availability of a standardised methodology for assessing IT risks and controls, 
systematic professional training of auditors in the field of information technology and cybersecurity, 
introduction of specialised software tools for automating audit processes, active international 
cooperation and exchange of experience between supreme audit institutions of different countries. 
The study established that the introduction of modern approaches and tools of IT audit increased the 
efficiency of control over the use of state information resources and reduced the risks of cyber 
incidents. The practical value of the study is determined by development of comprehensive 
recommendations for improving the methodology and processes of IT audit in the public sector, 
accounting for successful international practices, modern technological capabilities and current 
requirements for cybersecurity of critical information infrastructure.5 
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1. Introduction 
The rapid development of digital technologies is significantly transforming the functioning of 

the public sector around the world. The introduction of e-governance, digital public services and 
integrated information systems creates new challenges for controlling and auditing the efficiency of 
information technology use in the public sector. Large-scale investments in the digital transformation 
of the public sector by governments of different countries underline the need for effective control 
over the use of these resources and assessment of the effectiveness of implemented technological 
solutions. The issue of standardisation and unification of approaches to conducting IT audits in the 
public sector is becoming particularly relevant given the growing cyber threats and complexity of 
information systems (Axelsen et al., 2017; Kraus et al., 2021). The steady increase in the number of 
cyberattacks on government agencies requires strengthening control over cybersecurity systems and 
compliance of IT infrastructure with modern information security requirements. In the context of the 
global digitalisation of public administration, a growing need to develop and implement common 
standards and methodological approaches to assessing the effectiveness of information technology 
use is evident. 

The research relevance of approaches to conducting IT audits in the public sector is determined 
by the diversity of organisational structures of Supreme Audit Institutions (SAIs) in different 
countries of the world. At the same time, the effectiveness of SAI activities directly affects the 
performance of public authorities and the quality of public services provided to citizens (Huseynova 
et al., 2026; Novikova et al., 2025). A foresight study of current trends in the development of IT audit 
identified promising areas for improving control activities and preparing public sector organisations 
for the future challenges of digital transformation. The analysis of international experience shows that 
the development of public audit systems is influenced by several factors, among which the primary 
role is dedicated to risk management, ensuring the reliability of information and increasing the 
efficiency of public resources. At the same time, the structure and methodology of the state audit 
institutions vary significantly from country to country, which necessitates the study of the best 
international practices and the identification of opportunities for their adaptation. 

Numerous international scholars significantly contributed to the study of theoretical and 
practical aspects of IT audit in the public sector (Ketners, 2025; Piper, 2015). Fundamental studies of 
the features of internal audit in the digital era are presented by P. Lois et al. (2020), who focused on 
the opportunities and challenges of digital transformation, proposed innovative approaches to 
assessing the effectiveness of information systems and developed methodological frameworks for 
conducting IT audit in the context of technological change. A significant contribution to the 
development of the theory of public audit was made by M. Gupta (2020) and H.S. Al Amimi (2020), 
who systematised international experience in the digitalisation of audit procedures and identified key 
areas for modernising control activities in the public sector. 

Considerable achievements in the development of IT audit methodology were made in a study 
by R. Manita et al. (2020) that presents a comprehensive analysis of the impact of digital 
transformation on external audit processes and proposes innovative approaches to assessing the 
effectiveness of corporate governance in the context of technological change. The issue of introducing 
the latest technologies into audit practice was addressed by T. Ariga et al. (2020), L. Ellul and R. 
Buttigieg (2021), who explored the possibilities of using artificial intelligence and big data analytics 
to improve control procedures in the public sector. 

The issues of standardisation and unification of approaches to IT audit received substantial 
interest from scientists. N. Jakovljević (2022) and L.J. Erasmus and B.S. Kahyaoğlu (2024) provided 
a thorough analysis of international standards and proposed methodological approaches to their 
adaptation to national public audit systems. A significant contribution to the development of the risk-
based approach was made by L. Alikulova et al. (2021) and D. Sembayev (2021), who developed 
practical recommendations for assessing and managing IT risks in the public sector, including the 
introduction of an automated IT threat monitoring system, the creation of specialised cybersecurity 
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units, regular stress testing of information systems and the development of security incident response 
plans. 

A comprehensive study of the professional training of IT auditors was presented in a study by 
M. Thottoli and T. K.V. (2022) and N.S.A. Ramli and N.A.M. Ali (2024), which proposed innovative 
models of training and certification of specialists, considering modern technological requirements. 
G. Grossi et al. (2023) analysed the transformation of public audit in the context of digitalisation and 
the identification of promising areas for the development of auditors' professional competencies. The 
researchers concluded that successful adaptation to the digital environment requires auditors to have 
an in-depth understanding of blockchain and artificial intelligence technologies, skills in working 
with large amounts of data, the ability to use specialised analytics software, and the ability to assess 
the reliability of automated control systems. In addition, the researchers emphasised the need for 
continuous professional development and the introduction of flexible educational programmes to 
train the next generation of auditors. 

At the same time, despite substantial research on the topic, the issues of systematisation of 
international experience in conducting IT audits and the determination of the most effective 
approaches to its implementation in modern conditions remain insufficiently studied. In particular, 
the aspects of standardisation of the IT audit methodology, implementation of a risk-based approach 
and use of advanced technologies to automate audit procedures require in-depth analysis. 

Additional research is needed on the issues of ensuring the quality of IT audit in the conditions 
of remote work and cloud technologies, mechanisms for the development of international cooperation 
in the field of exchange of experience and best practices in conducting audits, methodological aspects 
of adapting international standards to the national peculiarities of the state audit organisation, the 
possibility of using artificial intelligence and data analysis technologies to automate control 
procedures, as well as directions of transformation of professional competencies of auditors in the 
conditions of digitalisation. 

The study aims to systematise and analyse the international experience of conducting IT audits 
in the public sector to identify effective approaches to its implementation in the context of digital 
transformation. To achieve this goal, the following tasks were set: 

1. Analyse current trends in the development of IT audits in the public sector; 
2. Research international standards and methodologies for conducting IT audits; 
3. Identify the key factors of successful IT audit based on the experience of different countries; 
4. Develop recommendations for improving IT audit processes based on international best 

practices. 
 

2. Materials and methods 
The study primarily covers the period 2020–2024 and was based on the analysis of international 

standards, methodological documents, and practical experience of conducting IT audits in the public 
sector. Documents were included if they were directly relevant to public-sector IT auditing, 
information-system controls, cybersecurity, or digital transformation; represented international 
standards, methodological guidance, national regulations, or official reports of recognised 
international organisations and Supreme Audit Institutions; and were applicable during the study 
period. Documents were excluded if they had been superseded by more recent versions, duplicated 
information contained in another selected source, lacked direct relevance to public-sector IT auditing, 
or provided insufficient methodological or institutional information for the purposes of the analysis. 
Earlier documents were retained when they remained applicable and provided an authoritative 
methodological or regulatory basis during 2020–2024. Accordingly, the International Standards of 
Supreme Audit Institutions (ISSAI, 2019) were included despite their publication before the principal 
study period because they remained relevant to the methodological framework of public-sector 
auditing during 2020–2024. The empirical basis of the study included documents of such international 
organisations as the International Organisation of Supreme Audit Institutions (INTOSAI), the 
Information Systems Audit and Control Association (ISACA), the International Organisation for 
Standardization (ISO), the World Bank, and the Institute of Internal Auditors. In particular, the 
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International Standards of Supreme Audit Institutions (ISSAI, 2019), Information Technology 
Auditing Standards and Guidelines (ISACA, 2023), Reports on IT Implementation in Audit Practice 
(INTOSAI, 2022), as well as methodological documents ISO/IEC 27001:2022 Information Security 
Management Systems – Requirements (ISO/IEC, 2022a) and ISO/IEC 27002:2022 Information 
Security Controls (ISO/IEC, 2022b) were analysed. Important sources of information also included 
national regulations and reports of Supreme Audit Institutions, including “Digital Transformation in 
Government: Addressing the Barriers to Efficiency” (NAO, 2023), “Bundesrechnungshof – 
Veröffentlichungen” (Bundesrechnungshof, 2024), “ANAO Annual Report 2023–2024” (ANAO, 
2024), “Reports to Parliament” (Reports to…, 2024), and “Annual Reports” (Annual Reports, 2024). 

Scientific articles published primarily in 2020–2024 were selected according to predefined 
inclusion and exclusion criteria. Studies were included if they addressed IT auditing in the public 
sector or closely related aspects of digital public audit, including cybersecurity, digital transformation, 
data analytics, audit automation, IT risk assessment, professional competencies of IT auditors, or the 
application of international audit standards. Priority was given to peer-reviewed publications 
providing empirical findings, methodological approaches, comparative evidence, or conceptual 
frameworks directly applicable to public-sector auditing. Studies were excluded if they focused 
exclusively on private-sector or corporate auditing without relevance to public institutions, addressed 
digitalisation without a substantive audit component, duplicated evidence already represented by 
another publication, or provided insufficient information for the objectives of the comparative 
analysis. Publications outside the 2020–2024 period were retained only when they provided an 
established conceptual, methodological, or regulatory foundation relevant to the analysis. 

The research was conducted in three main stages: systematisation of international standards and 
methodological approaches to IT audit; comparative analysis of IT audit practices in the USA, the 
UK, Germany, Australia, Canada and Singapore; and synthesis of the findings to develop 
recommendations for improving public-sector IT audit processes. The six countries were selected 
purposively because they represent established public audit systems with relatively mature digital 
governance structures, active Supreme Audit Institutions, documented experience in the digitalisation 
of audit activities, and sufficient availability of official institutional and methodological materials for 
comparative analysis. The sample also provides geographical and institutional diversity by including 
cases from North America, Europe and the Asia-Pacific region. The comparative analysis focused on 
common analytical dimensions across all cases, including organisational models of public-sector IT 
audit, methodological approaches to assessing the efficiency and risks of information technology use, 
audit quality-control arrangements, mechanisms for auditor training and certification, and the 
application of modern technological tools. The types, amount and level of detail of publicly available 
information were not identical across all countries; therefore, comparison was based on these 
common analytical dimensions rather than on identical quantitative indicators. Where country-
specific documentation differed in scope or detail, only information corresponding to the predefined 
comparative dimensions was used, thereby reducing the influence of differences in source availability 
on the consistency of the analysis. 

In addition to the six international comparative cases, Kazakhstan was examined as an 
additional national case to assess how international IT audit principles and practices are reflected in 
a public audit system undergoing continued digital and institutional development. The Kazakhstan 
case was analysed using the Order of the Minister of Information and Communications of the 
Republic of Kazakhstan No. 263 of 13 June 2018 approving the Rules for conducting an audit of 
information systems (Order of the Minister of…, 2018), the Order of the Minister of Finance of the 
Republic of Kazakhstan No. 452 of 16 July 2024 (Order of the Minister of Finance…, 2024), and the 
Digital Government Readiness Assessment Report (World Bank, 2023). The regulatory and 
institutional analysis was supplemented by studies addressing state and internal audit practices in 
Kazakhstan (Mukhamediyeva, 2020; Alikulova et al., 2021; Sembayev, 2021; Ashirepbay et al., 
2022). Kazakhstan was treated as a contextual case rather than as one of the six countries used for the 
primary cross-country comparison. 
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Country-specific analysis was based primarily on official documents and reports of national 
Supreme Audit Institutions and was supplemented, where applicable, by comparative international 
sources. The experience of the USA was analysed using “Digital Transformation in Federal Agencies 
2021–2023” (GAO, 2023a) and “Information Technology: Key Audit Findings 2022–2023” (GAO, 
2023b). The UK case was examined based on “Digital Transformation in Government: Addressing 
the Barriers to Efficiency” (NAO, 2023), while the German case was based on publications of the 
Bundesrechnungshof (Bundesrechnungshof, 2024). The Australian case was examined using the 
“ANAO Annual Report 2023–2024” (ANAO, 2024), and the Canadian case was analysed using 
“Reports to Parliament” of the Office of the Auditor General of Canada (Reports to…, 2024). The 
Singapore case was based on the “Government IT Systems Audit Report” (AGO, 2022) and the 
relevant “Annual Reports” of the Auditor-General’s Office (Annual Reports, 2024). The “Digital 
Government Readiness Assessment Report” (World Bank, 2023) was additionally used as a common 
comparative source, including for the Australian and Canadian cases, to provide broader information 
on digital-government readiness and institutional context. The evidence obtained from these sources 
was compared according to the common analytical dimensions defined above. 

The effectiveness of the identified IT audit approaches was assessed qualitatively using 
predefined comparative indicators. These included: (1) documented improvements in audit 
efficiency, such as reduced procedural burden, faster analysis or greater coverage of audited data; (2) 
the ability to identify IT-related risks, anomalies and potential violations; (3) contribution to 
cybersecurity control and the assessment of information-system security; (4) practical applicability 
and adaptability of the approach within public-sector institutions; and (5) consistency with recognised 
international audit, risk-management and information-security standards. Approaches were regarded 
as comparatively more effective when the analysed institutional documents and scientific literature 
provided evidence of advantages across several of these dimensions. The assessment therefore 
reflects a structured synthesis of documented evidence rather than a direct experimental comparison 
of the national audit systems. 

 
3. Results 
3.1. Transforming approaches to IT audit in the context of public sector digitalisation 
The digitalisation of the public sector is becoming an increasingly prominent phenomenon that 

is transforming traditional approaches to managing and controlling IT infrastructure and processes. 
This trend poses new challenges for professionals conducting IT audits of government agencies and 
organisations. The main drivers of change in the field of public sector IT audit are the increasing 
complexity of the IT environment, growing cyber threats, the need to ensure compliance with 
regulatory requirements, as well as transparency and accountability of the public sector. 

The creation of public value is acknowledged as a critical objective of the public sector. Public 
value reflects the collectively expressed, politically mediated preferences of citizens, which are 
shaped not only by outcomes but also by processes that generate trust and equity. The study of public 
value is becoming increasingly important in public administration (Otia and Bracci, 2022). The theory 
of public value argues that its creation is the goal of public sector programmes and activities. The so-
called “strategic triangle” highlighted the key aspects that need to be aligned for the successful and 
effective implementation of an action strategy. These are measurable outcomes and impacts, 
legitimacy and support, and available operational capacity (Volodina and Grossi, 2024). 

SAIs create public value by holding the public sector accountable, enhancing legitimacy and 
trust, and developing operational capacity (Saeed et al., 2020). Legitimacy and support are key to 
creating public value, as SAIs have a dual role: to maintain and continuously reproduce legitimacy in 
their operations, while also enhancing the legitimacy of the public sector. The increased use of digital 
technologies is becoming an important signal of the importance of SAIs to key stakeholders and the 
legitimisation of their activities in the eyes of citizens (Nerantzidis et al., 2022). The independence 
of the SAI is a key means of ensuring legitimacy and trust and becomes even more important in the 
current context. The operational potential to create public value is reflected in high-quality audit 
work, qualified staff and quality reporting (Lois et al., 2020; Shahini, 2024). The digital 
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transformation of public audit creates opportunities to improve its efficiency and effectiveness, as 
well as to better detect fraud, waste and abuse. Digitalisation also allows auditors to review the 
entirety of data, reducing the risks associated with a selective approach. 

The introduction of cloud technologies, Big Data, Internet of Things devices, and artificial 
intelligence (AI) systems significantly complicate the IT infrastructure of public institutions, 
requiring auditors to have deeper technical knowledge and rethink the audit methodology 
(Syzdykbayeva et al., 2023). The growing number of cyberattacks on the public sector requires a 
more thorough analysis of IT systems, monitoring of incidents and evaluation of the effectiveness of 
cyber defence measures. The constant updating of legislation in the field of e-government, data 
protection and cybersecurity requires auditors to have a deep understanding of regulatory 
requirements. The public demand for greater transparency and efficiency in the use of budget funds 
in the IT sector increases the importance of IT audits to ensure proper management of IT resources 
(Babayev, 2024). 

To adapt to the new challenges faced by public sector IT audits in the context of digitalisation, 
experts use the following approaches: expanding auditor competencies, using analytical tools and 
automation, moving to flexible methodologies, and integrating with other types of control. Traditional 
knowledge in accounting, risk management and information security are complemented by a deeper 
understanding of the latest technologies, IT system architecture, and IT service management methods 
(Gashi et al., 2024; Gadjiyeva et al., 2025). Auditors must master the skills of working with big data, 
cloud computing, cyber threats, and digital transformation processes. 

To improve audit efficiency, solutions for machine learning, data visualisation, and continuous 
monitoring of IT systems are being implemented. This allows for faster detection of anomalies, 
deeper data analysis, and more in-depth recommendations (Thottoli and K.V., 2022). These 
technological developments are increasingly accompanied by more adaptive audit procedures that 
can respond to changes in risks, systems and available evidence during the audit process. 

IT audit is increasingly being integrated with other forms of control and monitoring (internal 
audit, risk management, cyber defence), providing a comprehensive overview of IT processes and 
supporting management decision-making (Lois et al., 2020). This provides a comprehensive view of 
the state of the IT infrastructure and the effectiveness of its management, identifies and assesses risks, 
and provides balanced recommendations for improvement. 

Along with the expansion of auditors' competencies, a key trend is the increasing role of 
analytical tools and automation in the audit process. The introduction of machine learning, data 
visualisation and continuous monitoring solutions allows for faster anomaly detection, deeper 
analysis and comprehensive recommendations (Manita et al., 2020; Sinoimeri et al., 2024). 
Automation of routine tasks frees up auditors for deeper, more meaningful analysis, which is 
particularly important in the context of the growing complexity of the IT environment. 

In addition, a shift from classical, multi-stage audits to integrative, flexible methodologies is 
underway. In this study, flexible methodologies refer to audit approaches in which the scope, 
procedures and priorities can be adjusted during the audit in response to newly identified risks, 
changes in information systems, emerging cybersecurity threats or newly available data. Examples 
include iterative risk assessment, continuous auditing and monitoring, agile audit planning with short 
review cycles, and the progressive adjustment of audit procedures based on interim findings. Such 
approaches involve regular interaction with the audited entity, rapid responses to changes and gradual 
refinement of audit procedures (Nadkarni and Prügl, 2021). They are therefore particularly suitable 
for public institutions operating in dynamic digital environments where IT infrastructure and 
associated risks may change during the audit period. 

The digitalisation of the public sector requires a transformation of approaches to IT audit. 
Auditors need to expand their technical competencies, apply analytical tools, move to flexible 
methodologies, and work more closely with other control functions (Volodina and Grossi, 2024). 
Such changes will increase the effectiveness of audits, provide more informed recommendations, and 
facilitate the digital transformation of public institutions. In particular, the introduction of advanced 
analytics and monitoring technologies in the audit process can identify hidden patterns and trends, 
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respond to changes promptly, and ensure more transparent and accountable public sector IT 
operations (Ginters and Dimitrovs, 2021; Ellul and Buttigieg, 2021). 

The digitalisation of the public sector is a powerful trend that has a significant impact on 
approaches to IT audit. The increasing complexity of the IT environment, growing cyber threats, the 
need to comply with regulatory requirements, and increasing demands for transparency and efficiency 
in IT resource management create the need to transform public-sector IT auditing. The main 
directions of this transformation, synthesised from the analysed literature, are summarised in Table 
1. 

 
Table 1. Key areas of change in IT audit 

 
Direction of change Characteristics of 

changes 
Expected result Significance for the 

industry 
Expanding auditors' 
competencies 

- Integration of 
traditional knowledge 
with the latest 
technological 
competencies  
- Mastering BigData, 
cloud computing  
- In-depth knowledge of 
IT system architecture 
and cyber threats 

- Improving the 
quality of technology 
audit  
- More comprehensive 
IT risk assessment  
- More effective 
vulnerability detection 

Formation of a new 
generation of 
universal IT auditors 
with multidisciplinary 
competencies 

Implementation of 
analytical tools and 
automation 

- Application of 
machine learning  
- Development of data 
visualisation systems  
- Automation of routine 
operations  
- Implementation of 
continuous monitoring 

- Speed up anomaly 
detection  
- Deepening analytical 
capabilities  
- Optimising audit 
resources 

Transition to a data-
driven approach to 
audit with a focus on 
predictive analytics 

Flexible iterative 
methodologies 

- Abandoning the 
cascade audit model  
- Constant interaction 
with the client  
- Adaptability of 
procedures  
- Quick response to 
changes 

- Increased audit 
relevance  
- Better alignment 
with change dynamics  
- Continuous process 
improvement 

Transforming the 
audit paradigm to 
meet the demands of 
the digital economy 

Integration with 
other control 
functions 

- Synergy with internal 
audit  
- Interaction with risk 
management  
- Coordination with 
cybersecurity 
departments 

- Comprehensive 
assessment of IT 
systems  
- Balanced 
recommendations  
- Systematic approach 
to management 

Formation of a single 
integrated IT risk 
control and 
management system 
 

Source: Compiled by the authors based on T. Volodina and G. Grossi (2024), N.S.A. Ramli and N.A.M. Ali (2024), L.J. 
Erasmus and B.S. Kahyaoğlu (2024), M. Nerantzidis et al. (2022), L. Alikulova et al. (2021), B. Santoso (2021), S. Saeed 
et al. (2020). 
Note: The entries in Table 1 do not represent primary empirical observations obtained directly by the authors. They 
constitute an analytical synthesis of the trends, characteristics and anticipated effects identified in the cited literature. 
The expected results and significance of each direction were consolidated by the authors on the basis of the analysed 
sources. 
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In general, the digitalisation of the public sector requires auditors to expand their technical 

competencies, use analytical tools, adopt flexible methodologies and work more closely with other 
control functions. Such changes will increase the effectiveness of IT audits, provide more informed 
recommendations and facilitate the digital transformation of public institutions. 

Analysing the practical experience of conducting public sector audits, primary trends that will 
determine the development of public sector audits in the future can be identified. First, the 
digitalisation of audit processes is becoming an integral part of modern practice. The use of digital 
technologies, such as online access to bank accounts of controlled entities, specialised audit tools, 
and remote interaction with audited entities, can improve audit efficiency. Auditors are increasingly 
moving from field inspections to performing routine tasks directly in the office, using data uploaded 
to secure portals. AI technologies can also greatly simplify the audit process by automating the 
detection of suspicious transactions and anomalies (Ginters et al., 2020). 

An important area is the transition from reactive to preventive auditing, where reactive auditing 
involves detecting violations after they occur, and preventive auditing is aimed at preventing 
violations through a system of early risk identification and the implementation of preventive control 
mechanisms. Auditors should ensure timely detection and prevention of misuse of budget funds. For 
this purpose, it is advisable to implement systems for continuous monitoring of financial transactions 
that will immediately notify of deviations from the norm. Tight integration of such systems with the 
State Treasury will allow for real-time response to violations. 

Continuous auditing involves ongoing monitoring of financial flows throughout the year, not 
just periodic checks. This will allow timely detection and correction of violations, rather than stating 
them based on the results of the annual reporting. The combination of continuous monitoring and 
digital audit methods will form the basis of audit activities in the future. 

Data analytics are expected to become central to the audit transformation. The use of modern 
methods of statistical analysis, and identification of trends and anomalies will allow auditors to 
identify hidden patterns, risks and potential violations. This will make it possible to reorient the audit 
from post-facto control to prevention and prevention of misuse of budget funds. At the same time, 
the integration of analytical algorithms into the continuous monitoring system will facilitate an 
effective response to detected violations. 

In general, digitalisation, prevention, continuity and data analytics will determine the key trends 
in the development of public sector audit in the near future. The implementation of these approaches 
will increase the efficiency of the use of budgetary resources and ensure an appropriate level of 
financial discipline in public authorities. 

 
3.2. Standardisation and unification of IT audit processes: international experience 
In response to the growing role of information technology and the need for effective audit of 

the IT environment in the public sector, international organisations have developed several standards 
and recommendations to unify IT audit processes. The issue of standardisation of approaches to IT 
audit is of relevance given the growing cyber threats and complexity of information systems. 

The International Standards of Supreme Audit Institutions (ISSAI, 2019), developed by the 
International Organisation of Supreme Audit Institutions for 195 member states, is the fundamental 
document in the field of state audit standardisation. The document defines a systematic approach to 
assessing IT risks, a methodology for testing controls and requirements for the quality of audit 
procedures. The independence of auditors and ensuring the objectivity of assessments are highlighted. 
The methodological aspects of conducting an IT audit are detailed in the Information Technology 
Auditing Standards and Guidelines (ISACA, 2023). The document offers a comprehensive approach 
to the assessment of information systems, including an analysis of architecture, data security and the 
effectiveness of control mechanisms. An important element is recommendations on the use of 
automated audit and data analytics tools. Practical aspects of IT audit implementation are covered in 
the Reports on IT Implementation in Audit Practice (INTOSAI, 2022), which summarises the 
experience of INTOSAI member countries in Europe, Asia, America and Africa and provides 
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recommendations on adapting audit procedures to the specifics of the digital environment. Particular 
attention is devoted to the development of auditors' professional competencies and the use of 
innovative technologies. In the field of information security, the international standards for 
information security management ISO/IEC (2022a) and ISO/IEC (2022b) determine the requirements 
for information security management systems and provide recommendations for the implementation 
of control mechanisms. These documents form the basis for assessing the compliance of IT systems 
with modern cybersecurity requirements. Kazakhstan's experience in standardising IT audits is 
noteworthy. Following the Order of the Ministry of Finance of the Republic of Kazakhstan No. 452 
(2024), a risk-based approach to the audit of information systems in the public sector was introduced. 
Another significant step was the approval of the “Rules for the Audit of Information Systems” (Order 
of the Minister of…, 2018), which establishes uniform requirements for the organisation and conduct 
of IT audits in government agencies. 

The regulatory framework of Kazakhstan integrates IT audit procedures with information 
security requirements, requiring the assessment of information systems and relevant protective 
mechanisms within public-sector audit processes (Order of the Minister of…, 2018; Order of the 
Minister of Finance…, 2024). When auditing state information systems, assessment of compliance 
with information security requirements and the effectiveness of protective mechanisms is given 
special attention. The “Digital Government Readiness Assessment Report” (World Bank, 2023) notes 
Kazakhstan's progress in implementing international IT audit standards and developing digital 
governance. The document emphasises the importance of further standardisation of audit processes 
and the development of auditors' professional competencies in the field of information technology. 
At the global level, the leading organisation in IT audit standardisation is the Institute of Internal 
Auditors, which defines the International Standards for the Professional Practice of Internal Auditing 
(Ashirepbay et al., 2022). These standards contain detailed requirements for planning, performing 
and reporting on the results of information systems audits (IPPF, 2023).  

The implementation of international standards and recommendations contributes to the 
unification of approaches to IT audit in public institutions of INTOSAI member countries, including 
the USA, the UK, Germany, Australia, Canada and Singapore. This ensures comparability of results, 
facilitates the exchange of best practices and improves the overall effectiveness of audit activities. 
However, flexible application of the standards, considering the specifics of national public 
administration systems, remains important to ensure their practical value. The use of modern digital 
technologies in public audits can bring numerous benefits to both auditors and audited entities. These 
include increased efficiency, additional analytical data, increased effectiveness, and better detection 
of fraud, waste and abuse. 

The digitalisation of public audit involves the introduction of continuous monitoring and audit 
programmes and the expansion of forensic audit and audit analytics capabilities. The key first step in 
implementing digital methods is to identify relevant operations in the context of the daily activities 
of the audited entity. It is necessary to involve administrators and experts to jointly determine how to 
use online tools correctly. However, the digitalisation of public audit is not only a technological task. 
It involves changing expectations regarding the scope of the audit, as well as the development of 
auditors' knowledge, skills and competencies (Nurgaliyeva et al., 2014; Thottoli and K.V., 2022). 
This is especially relevant in the context of the implementation of results-based budgeting, as well as 
ensuring openness and transparency in the field of public audit. 

The creation of an information portal on state audit can serve as a technological platform 
supporting IT audit processes — enabling continuous monitoring of audited information systems, 
centralised storage of audit evidence, and electronic document management between audit institutions 
and audited entities. Such digital platforms, as discussed by Manita et al. (2020) in the context of 
digital transformation of audit, also create opportunities for remote audit procedures, video 
conferencing and training of auditors. Linking audit results to subsequent budget allocations, 
provided these results are made transparent through digital information technologies, reinforces the 
role of IT audit in strengthening the efficiency and accountability of public-sector resource use. The 
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use of digital technologies in state audit thus allows for analysing the use of budget funds, finding 
ways to rationally use resources and optimising fiscal relations in the public sector. 

The key areas of transformation of public audit under the influence of IT are increased attention 
to cyber threats, the need to ensure full transparency, changing approaches to reporting, and the lack 
of necessary competencies among auditors (Volodina and Grossi, 2024). These challenges require 
comprehensive solutions that cover standardisation, human resources and data management. 

An important aspect of the application of international standards is their adaptation to the needs 
of specific national public administration systems. While the unification of approaches ensures 
comparability of results and facilitates the exchange of best practices, the flexible application of 
standards to the specifics of each country is critical to ensure their practical value and effectiveness. 
Therefore, when implementing international recommendations, state audit institutions should address 
the organisational, legal and cultural specifics of each country. In general, the international 
standardisation of public sector IT audit processes provides a solid basis for improving the quality, 
objectivity and efficiency of audit activities in the context of growing digitalisation. However, its 
implementation requires a comprehensive approach that combines unification with flexible 
consideration of national contexts. 

The international experience of SAIs demonstrates a wide variety of approaches and 
peculiarities inherent in different countries. As can be seen from Table 2, each country has a different 
key audit body that focuses on different aspects of its activities.  
 

Table 2. Key auditing bodies in different countries and their features 
 
Country Key audit body Strengths/Features Challenges Unique 

practices 
United States Government 

Accountability 
Office (GAO) 

Structured federal 
oversight of 
information 
technology systems 
and digital 
transformation; 
systematic 
identification of IT-
related risks and 
audit findings 

Managing the 
complexity of 
digital 
transformation 
and IT 
governance 
across numerous 
federal agencies 
 
 

Regular reviews 
of federal IT 
systems, digital 
transformation 
initiatives and 
key IT audit 
findings 

United 
Kingdom 

National Audit 
Office (NAO) 

Thorough financial 
audits focus on 
transparency 

Balancing 
political pressure 
with audit 
independence 

Regular 
oversight of 
government 
policies and 
spending 

Germany Federal Court of 
Auditors 

Strict financial 
controls, strong 
oversight of the 
public sector 

Adapting to EU 
financial 
regulations 

Comprehensive 
public sector 
reviews and 
recommendations 

Australia Australian 
National Audit 
Office (ANAO) 

Comprehensive 
approach 
(performance audit 
and financial audit) 

Huge 
geographical 
dispersion of 
state institutions 

Dual focus on 
efficiency and 
finance 

Canada Office of the 
Auditor General 

Federal audits at 
different levels of 
government 

Complexity due 
to federal, 
provincial and 
territorial levels 

Joint audits 
between different 
levels of 
management 
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Singapore Office of the 
Auditor General 

High efficiency, 
strict standards, 
innovative methods 

Maintaining the 
status of a world 
leader 

Focus on 
technology-
enabled audit 
solutions 
 

Source: Compiled by the authors based on GAO (2023a, 2023b), NAO (2023), Bundesrechnungshof (2024), ANAO 
(2024), Reports to… (2024), AGO (2022), Annual Reports (2024), J.E. Otia and E. Bracci (2022), T. Ariga et al. (2020), 
P.C. Verhoef et al. (2021), S. Saeed et al. (2020), A. Mukhamediyeva (2020), M. Gupta (2020), H.S. Al Amimi (2020). 

 
The comparison demonstrates differences in the institutional organisation and priorities of 

public-sector auditing across the six countries. In the United States, GAO provides systematic federal 
oversight of information technology systems and digital transformation initiatives, including the 
identification of key IT-related risks and audit findings (GAO, 2023a; 2023b). The UK's NAO is 
notable for thorough financial audits and its emphasis on transparency, while the German Federal 
Court of Auditors is characterised by strict financial controls and strong oversight of the public sector. 
ANAO applies a comprehensive approach combining performance and financial auditing, whereas 
the Office of the Auditor General of Canada operates within a complex multilevel governance 
environment involving federal, provincial and territorial structures. The Auditor-General's Office of 
Singapore is distinguished by rigorous standards and technology-oriented audit practices. These cases 
demonstrate that the organisation and priorities of public-sector audit vary according to institutional 
structures and administrative contexts, and that international practices should therefore be adapted 
rather than transferred uniformly between national systems. 

The digital transformation (DT) of SAIs has the potential to significantly change the way public 
sector audits are conducted. Technologies such as big data analytics, natural language processing and 
semantic document retrieval can enable SAIs to process huge amounts of unstructured data from 
activities such as public tenders, procurement and aid programmes. The introduction of these 
technologies into audit work can improve the efficiency, effectiveness and reliability of the audit 
process, especially in critical and complex engagements such as performance audits. 

During 2020-2024, technological tools for audit automation and optimisation were proposed by 
researchers such as R. Manita et al. (2020), who studied the impact of digital transformation on the 
audit, T. Volodina and G. Grossi (2024), who studied the use of blockchain technologies, as well as 
practitioners from the UK National Audit Office (NAO, 2023) and the German Federal Court of 
Auditors (Bundesrechnungshof, 2024), who implemented innovative solutions for automating audit 
procedures. For instance, the use of drones for inventory inspection, the application of robotic process 
automation for routine manual tasks, and the use of blockchain technology for real-time monitoring 
and verification. 

However, the literature on public sector audit has focused on the use and adoption of individual 
technologies rather than comprehensively addressing the broader concept of digital transformation. 
While DT in public sector audit offers promising results, it also presents challenges that may slow 
down the digital transformation of the audit function. 

To address this gap, a conceptual framework for understanding digital transformation in the 
context of the SAI was developed, based on existing literature on DT and sociotechnical theory. This 
framework suggests that successful DT requires integrated and connected changes in five key areas 
(see Table 3). 

 
Table 3. Components of digital transformation 

 
Component of DT Characteristic Key aspects Significance for SAI 
Strategy - Critical for 

successful DT  
- Different approaches 
to implementation  

- Functional strategy  
- An integrated 
IT/digital strategy  
- Cross-cutting 
strategic theme 

Creation of a strategic 
vision for the digital 
development of audit 



AABFJ Volume 20, Issue 3, 2026.Umbet, Aliyeva Nurpeissov & Shakharova: International Practice of Public Sector Information  

44 

- Requires clear 
definition 

Organisation - The disruptive 
nature of change  
- Interdependence of 
technologies and 
structures  
- New forms of 
organisation 

- Flexible structures  
- Empowerment  
- Quick decision-
making  

Transforming the 
organisational 
structure of the SAI 

Processes - Impact on all 
organisational 
processes  
- The need to approve 
changes  
- Applying new 
methods 

- Process analysis  
- Increased efficiency  
- Use of modern 
technologies 

Optimisation of audit 
procedures 

People and Culture - Going beyond 
technology  
- Shaping digital 
culture  
- Staff development 

- Alignment with 
values  
- Fostering innovation  
- Staff training 

Development of 
digital competencies 
among auditors 

Technologies - Critical factor of DT  
- Experimentation 
with innovations  
- Search for new 
opportunities 

- Internet of Things 
- Blockchain  
- Machine learning 

Implementation of 
innovative 
technologies in audit 
 

Source: Compiled by the authors based on T. Volodina and G. Grossi (2024), N.S.A. Ramli and N.A.M. Ali (2024), L.J. 
Erasmus and B.S. Kahyaoğlu (2024), M. Nerantzidis et al. (2022), L. Alikulova et al. (2021), B. Santoso (2021), S. Saeed 
et al. (2020). 

 
By taking these interrelated aspects into account, SAIs can develop a comprehensive approach 

to digital transformation that maximizes the potential of technology while effectively addressing the 
organizational, cultural, and strategic challenges associated with it. This holistic approach is crucial 
for SAIs to keep pace with rapid technological change and meet the changing needs of their 
stakeholders. 

The study demonstrates that each country develops its own domestic approaches to organizing 
IT audits, addressing national specifics while aligning them with international standards. In particular, 
Germany focuses on strict financial control and adaptation to EU standards, Australia uses a 
comprehensive approach with a combination of different types of audits despite the geographical 
distribution of institutions, and Singapore introduces innovative technology-oriented solutions. 
Kazakhstan's experience highlights the successful implementation of a risk-based approach within its 
state IT audit system, showcasing its effectiveness and practical applicability. This demonstrates the 
importance of flexible adaptation of international standards to local conditions and needs. 

 
4. Discussion 
The study of international experience of IT audit in the public sector has identified key trends 

in the development of this area of control activities. The analysis of the standardisation of IT audit 
processes has shown the need to unify approaches to assessing the effectiveness of information 
technology use, which is confirmed by the research of N.S.A. Ramli and N.A.M. Ali (2024). The 
researchers emphasise that the introduction of common standards requires the development of clear 
evaluation criteria and methodological recommendations for their practical application. The 
conclusion of the researchers regarding the need to address the specifics of the digital maturity of 
public institutions when formulating approaches to IT audit is relevant. 
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The findings concerning the digital readiness of public audit institutions are consistent with the 
work of L.J. Erasmus and B.S. Kahyaoğlu (2024), which highlights the growing role of continuous 
auditing and artificial intelligence in the public sector. The present study extends this perspective by 
showing that the practical use of advanced audit technologies depends not only on access to digital 
tools but also on the availability of appropriate methodological frameworks, reliable information 
infrastructure and auditors with sufficient technological competencies. 

The need for greater standardisation and quality assurance in public-sector IT audit is also 
consistent with the systematic review by M. Nerantzidis et al. (2022). The findings of the present 
study indicate that common standards can improve the comparability and consistency of audit 
procedures, while their application should remain sufficiently adaptable to differences in institutional 
structure, digital maturity and regulatory requirements. This balance between methodological 
consistency and national adaptability is particularly important when international IT audit practices 
are transferred across different public administration systems (Xhafka et al., 2015; 2025). 

The emphasis on risk-based auditing is supported by L. Alikulova et al. (2021), who 
demonstrated the importance of risk-oriented approaches in public-sector control. The present 
analysis similarly indicates that IT audit should prioritise critical information systems, cybersecurity 
vulnerabilities and areas with the greatest potential impact on public resources and service continuity. 
At the same time, the effectiveness of such approaches depends on professional competence. The 
findings therefore complement the studies of N. Jakovljević (2022) and L.O. Osagioduwa and A.E. 
N (2023), which draw attention to auditor qualification, certification and the organisational challenges 
of internal audit. In the context of digitalisation, these competencies increasingly need to combine 
audit knowledge with an understanding of information systems, cybersecurity, data analytics and 
automated control tools. 

The findings on technological transformation are consistent with R. Manita et al. (2020) and P. 
Lois et al. (2021), who examined the effects of digitalisation and cybersecurity requirements on audit 
practice. The present study further indicates that data analytics, continuous monitoring and automated 
procedures can strengthen audit coverage and risk detection, but their implementation also creates 
requirements related to data quality, information security, methodological control and auditor 
expertise. This is consistent with M. Thottoli and T. K.V. (2022), whose findings highlight the 
relationship between information and communication technologies and audit practices. 
Consequently, the introduction of artificial intelligence and other advanced tools should be treated as 
part of a broader transformation of audit processes rather than as an isolated technological solution. 

This broader interpretation is consistent with the digital transformation framework discussed 
by S. Nadkarni and R. Prügl (2021), which emphasises that technological change is closely connected 
with organisational and strategic transformation. From the perspective of public-sector IT auditing, 
this means that the adoption of new technologies should be accompanied by adjustments in audit 
procedures, professional development, governance arrangements and mechanisms for knowledge 
exchange (Tekenova et al., 2026). Such an integrated approach helps explain why the same 
technological solutions may produce different results across countries and institutions with different 
levels of digital and organisational maturity. 

The study revealed the need to pay more attention to the training of IT auditors, which correlates 
with the results of B.T. Yuldashev et al. (2022). The scientists analysed the organisation of internal 
audits in budgetary organisations based on foreign experience and determined that the effectiveness 
of control measures directly depends on the level of professional training of auditors in the field of 
information technology. 

The results obtained on the importance of introducing data analytics into audit practice were 
confirmed by L. Ellul and R. Buttigieg (2021). The researchers analysed in detail the advantages and 
challenges of using data analytics in public audits and concluded that it is necessary to develop 
specialised analysis methods for different types of audit tasks. 

The trends in changing the boundaries of public audit identified in the study are consistent with 
the findings of G. Grossi et al. (2023). The researchers determined that digital transformation leads 
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to the expansion of the scope of audits and the need to introduce new approaches to assessing the 
effectiveness of public information systems. 

The need to improve control and audit identified in the study is confirmed by A. R. Otero 
(2018), who developed a comprehensive methodology for controlling and auditing information 
technologies. The approaches proposed by the author to assessing IT risks and control procedures 
demonstrate the importance of a systematic approach to organising IT audits. 

The results of the study on the impact of digital technologies on audit processes are consistent 
with the findings of B. Santoso (2021), who analysed the impact of information technology on audit 
practice and emphasised the need to continuously adapt audit methodologies to technological change. 

The established importance of internal audit development is confirmed by the research of A. 
Ahmi et al. (2014), S. Saeed et al. (2020), who analysed the role of internal and external audits in 
public administration. The researchers identified the key factors of internal audit effectiveness in the 
context of digitalisation, which is consistent with the results of the current study on the role of internal 
audit in the transformation processes of public administration. 

The findings on the need to develop performance auditing are consistent with the research of 
A. Mukhamediyeva (2020), who analysed the demand for and impact of performance audits on public 
administration and emphasised the importance of introducing modern technologies to improve audit 
quality. 

The practical implementation of the proposed framework may nevertheless be constrained by 
organisational, financial, legal and cultural barriers. Organisationally, insufficient coordination 
between audit units, IT departments and cybersecurity functions, as well as institutional resistance to 
changes in established audit procedures, may slow the adoption of integrated and technology-enabled 
approaches. Financial constraints can restrict investment in specialised audit software, secure data 
infrastructure, continuous monitoring systems and professional training, particularly in public 
institutions with limited budgets. Another significant barrier is the insufficient digital and 
cybersecurity competence of auditors, which can reduce the effective use of data analytics, artificial 
intelligence and other advanced audit tools (Thottoli and K.V., 2022; Tavolzhanskyi et al., 2025; 
Ramli and Ali, 2024). Legal and regulatory restrictions concerning data access, confidentiality, 
information security and the formal scope of audit mandates may further limit the application of 
continuous and data-driven auditing. Finally, differences in administrative culture, attitudes towards 
institutional transparency and willingness to accept organisational change can influence the practical 
adoption of the framework (Murtezaj et al., 2024; Volodina and Grossi, 2024). Consequently, 
implementation should be gradual and adapted to the financial capacity, regulatory environment, 
professional competencies and administrative culture of each public-sector audit system rather than 
based on a uniform model. 

Summarising the results of the study and comparing them with the findings of other scholars, 
it is possible to state the formation of a new paradigm of IT audit in the public sector, characterised 
by the increasing role of digital technologies, standardisation of approaches and development of 
international cooperation. This creates the basis for further research in improving the IT audit 
methodology and developing the professional competencies of auditors. 

 
5. Conclusions  
Study conclusions regarding the status and prospects for the development of this area of control 

activities were formulated based on the analysis of international experience in conducting IT audits 
in the public sector. The study established that in the context of the digital transformation of the public 
sector, a significant modernisation of approaches to IT audit is taking place, characterised by the 
introduction of a risk-based approach, the use of data analysis technologies and automation of audit 
procedures. This significantly increases the effectiveness of control measures and ensures a 
comprehensive assessment of the use of information technology in the public sector. Another 
important trend is the increased focus on cybersecurity and the assessment of the compliance of 
information systems with modern information security requirements. 
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The conducted analysis of international standards and methodological documents has shown 
the formation of common approaches to conducting IT audits in the public sector, based on the 
principles of independence, objectivity and professional competence of auditors. The study 
determined that the main requirements for the organisation of IT audit are standardisation of 
procedures, ensuring the independence of auditors, implementation of a quality control system for 
audit services and continuous professional development of specialists. International organisations, 
such as INTOSAI and ISACA, hold a prominent role in developing methodological frameworks for 
conducting IT audits and facilitating the exchange of experience between different countries. 

A study of IT audit practices in the USA, the UK, Germany, Australia, Canada and Singapore 
identified approaches demonstrating comparatively strong performance across the predefined criteria 
of audit efficiency, IT risk detection, cybersecurity control, practical applicability and consistency 
with international standards. The study determined that the effectiveness of IT audit depends on the 
availability of a clear methodology for conducting control activities, the level of professional training 
of auditors, the use of modern technological tools and effective interaction between various state audit 
bodies. The provision of an adequate level of funding and technical equipment for audit units, which 
enables the implementation of innovative approaches to control measures, is also an important aspect. 

Based on a synthesis of international experience, comprehensive recommendations for 
improving IT audit processes covering organisational, methodological and technological aspects of 
control activities have been developed. The key areas of development include the introduction of 
unified audit standards with due regard to national peculiarities, development of professional 
competencies of auditors in the field of information technology, automation of control procedures 
based on modern technological solutions, strengthening of international cooperation and exchange of 
experience between supreme audit institutions of different countries. 

The study established the need to constantly update the IT audit methodology in line with the 
development of technologies and the emergence of new risks in the field of information security. The 
assessment of the effectiveness of cloud technologies should be addressed to ensure data security and 
evaluate the compliance of information systems with cybersecurity requirements, as these are critical 
areas in the context of digital transformation. An important area is also the adaptation of international 
standards to the national peculiarities of the state audit organisation and the development of 
methodological recommendations for their practical application. 

The study identified promising areas for the further development of IT audit in the public sector, 
including the introduction of artificial intelligence technologies to automate audit procedures, 
expanding the use of data analytics to identify risks and violations, and increasing attention to 
assessing the cybersecurity of public information systems. The development of international 
cooperation in the field of IT audit, along with the establishment of effective mechanisms for sharing 
experiences and best practices among different countries, includes another important and relevant 
issue for further research. 

The limitations of the study are associated with its primary focus on countries characterised by 
relatively mature digital governance and public audit systems. Although this selection enabled the 
analysis of well-documented and established IT audit practices, it may limit the direct applicability 
of the proposed recommendations to developing countries and public administrations with lower 
levels of digital maturity, more limited financial and technological resources, less developed 
regulatory frameworks, or insufficient specialised IT audit capacity. Consequently, the proposed 
approaches should be adapted to the institutional, technological and resource conditions of each 
national public administration system rather than transferred without modification. In addition, due 
to the rapid and continuous development of digital technologies, certain aspects of implementing the 
latest IT audit tools require further in-depth study and exploration. Further research should investigate 
the development of methodological approaches for assessing the effectiveness of IT audits in the 
public sector, as well as on improving the system for training IT auditors to meet the evolving 
requirements of digital transformation. 
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